The purpose of this document is to detail how to configure the VPN Server and Client settings on
a CooVox IP PBX. Note: If your IP PBX is behind a Router and you want to use L2TP, PPTP or the
OpenVPN server, then you must setup port forwarding on your router to your IP PBX.
Depending on your VPN choice will depend which port needs forwarding?
L2TP: forward UDP port 1701
PPTP: forward TCP port 1723
OpenVPN: forward both UDP & TCP port 1194
The following examples shows the steps necessary in order to setup a VPN on a Local (internal)
network. If you need to setup VPNs for an External network, then please just change the client
VPN server’s address as required.

1. L2TP Settings
1.1 To enable the L2TP Server see the diagrams below:

Reference:
Item

Explanation

Remote Start/End IP

This is used to assign an VPN IP range to the VPN Clients

Local IP

This is the local VPN Server IP

Enable the L2TP Server, click “Save” and the Status will change to “L2TP(Enable)”.
1.2 Create a L2TP client account that will connect to the L2TP Server
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1.3 L2TP Client Settings

Once the L2TP settings have been saved, you can check the L2TP VPN client’s status, by looking at
the Status section underneath the VPN Client’s settings, if it shows both the local and remote IP
addresses, then the L2TP VPN client has connected to the L2TP VPN Server.
1.4 To verify whether the Client has connected to the server successfully
Open “Network Settings/Troubleshooting”, input the remote IP address of the L2TP VPN Client
and click on the “Run” button to perform a ping test.
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From the above ping statistics, we can see that the L2TP VPN has been correctly configured, and
is fully working.

2. PPTP Settings
2.1 To Enable the PPTP Server follow the diagrams below:
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Reference:
Item

Explanation

Remote Start/End IP

This is used to assign an VPN IP range to the VPN Clients

Local IP

This is the local VPN Server IP

Enable the PPTP Server, click “Save” and the Status will change to “PPTP(Enable)”.

2.2 Create a PPTP client account that will connect to the PPTP Server

2.3 PPTP Client Settings
Enable the PPTP Client:

Once the PPTP settings have been saved, you can check the PPTP VPN client’s status, by looking
at the Status section underneath the VPN Client’s settings, if it shows both the local and remote
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IP addresses, then the PPTP VPN client has connected to the PPTP VPN Server.

2.4 To verify whether the PPTP Client has connected to the server successfully
Open “Network Settings/Troubleshooting”, input the remote IP address of the PPTP VPN Client
and click on the “Run” button to perform a ping test.

From the above ping statistics, we can see that the PPTP VPN has been correctly configured, and
is fully working.

3. OpenVPN Settings
3.1 Before you can configure the OpenVPN server, you will need to create an OpenVPN
Certificate.
Click【Create】to open the Create OpenVPN Certificate settings box

Input your certificate parameters including country, province, city, organization, email and the
CA/KEY expiry time (days) and click on the “Create” button to create the new certificate.
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3.2 To Enable the OpenVPN Server follow the diagrams below:

Remote Network: This setting is used to define the network segment from which an IP will be
assigned to the OpenVPN Client.

3.3 Download the OpenVPN Certificate
Click “OpenVPN Certificate Download” and then Click
【New Certificate】to Create a new certificate,
the certificate name can be customized.

Input a Certificate Name and then click the “Create” button, once this has been created, you will
need to download and save the new certificate locally.
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To download the newly created certificate, click on the “Download” button, the downloaded TAR
file once extracted contains two certificates and a key that are required by the OpenVPN client.
3.4 OpenVPN Client Settings
On the VPN Client you will need to enable the OpenVPN client, before you can upload the
OpenVPN certificates that you downloaded and saved locally from the OpenVPN Server shown in
the previous step.

Note:

CA Certificate<----->ca.crt
Client Certificate<--->test.crt
Client Key<------->test.key
You must upload the two Certificates and Key, one at a time and in the above order and click on
the “Save” button to complete the OpenVPN setup..
Now please try to connect to the OpenVPN Server:

When the Client has successfully connected to the OpenVPN server, the status will change and
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show the OpenVPN client’s IP address which can be seen in the diagram below.
3.5 To verify whether the OpenVPN Client has connected to the OpenVPN server successfully
Find the VPN Server IP address using the ifconfig command (this requires ssh access) and check
the tun0 configuration to find the server IP Address. In the example below you can see the IP
Address is 192.168.100. 1.

Next from the VPN Client try to ping the OpenVPN servers IP address

From the above ping statistics, we can see that the PPTP VPN has been correctly configured, and
is fully working.
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